NHOPOPMALMNOHHASA TAMSATKA JJIA OBYYAIOIINUXCA JJIA
PASMEIIEHUA HA OPUIIUAJIBHBIX THTEPHET-PECYPCAX

C KaXXAbIM I'OJOM MOJIOACKHN B MHTCPHCTC CTAHOBHUTLCSA 6OJ'IBH_IG, a4 IKOJIbHHUKH
OJHHN H3 CaMbIX aKTHBHBIX MOJIb30BaTeNeH PYHeTa. MC)KILY TCM, IIOMHMO
OT'POMHOI'O KOJTNMYCCTBA BO3MO)I(HOCTGI>'I, HHTCPHCT HECCT U HpO6HeMBI. OTa nmamsTKa
JOJIXKHA IIOMOYb TeOe Oe301acHo HaXO0AUTbBCA B CCTH.

KomnbrorepHbie BUPYChI

KommbioTepHblii BUpYC - 3TO pPa3HOBUIHOCTh KOMIIBIOTEPHBIX IPOrpamM,
OTIIMYUTENBHON 0COOEHHOCTBIO KOTOPOU SIBISIETCS CLIOCOOHOCTh K Pa3MHOKEHHUIO.
B nomonHeHne K 3TOMY, BUPYChl MOTYT MOBPEAUTH WJIH MOJTHOCTHIO YHUUYTOKUTH
Bce (haiiibl U JaHHBIC, TOJKOHTPOJIbHBIE TIOJB30BATENI0, OT UMEHU KOTOPOTo Obliia
3allylieHa 3apakeHHas MpOrpaMMa, a TaKKe MOBPEIUTh WIN JaKe YHHUUTOKUTH
OIEPALMOHHYIO CUCTEMY CO BceMHU (aiiamu B 1esoM. B GonbIIMHCTBE Cilydaes
pacmpoCTPaHSIIOTCS BUPYCHI Uepe3 MHTEPHET.

MeToab! 3alIUTHI OT BPEIOHOCHBIX MPOrpaMMm:

l. HCHOHB?;Yﬁ COBPCMCHHBIC OIICPATUMOHHBIC CHUCTCMBbI, HMCIOIIIUC CGpBGSHBIﬁ
YPOBCHDB 3allIUTHI OT BPCAOHOCHLIX ITPOI'paMM;

2. IloctosHHO ycraHaBnuBail mnautd (UU(pPOBBIE  3aMJIATKH, KOTOPbIE
aBTOMATUYECKM YCTAHABJIMBAIOTCA C LEIbI0 JOPAOOTKM MPOrpamMMbl) U Apyrue
OOHOBJIEHUS CBOEH ONEpallMOHHON crucTeMbl. CKaunuBai UX TOJIBKO C O(UIIUATIBLHOTO
caiita pazpadbotunka OC. Eciu cyiecTByeT pexuM aBTOMAaTHYECKOT0 OOHOBJICHUS,
BKJIIOYH €T0;

3. PabGoraii Ha cBOoeM KOMIIBIOTEpPE MO TMpaBaMu TMOJIb30BATENs, a He
aJIMUHUCTPATOpa. DTO HE MO3BOJUT OOJBIIMHCTBY BPEIOHOCHBIX MPOTrpaMMm
WHCTAJUIAPOBATHCS HA TBOEM NEPCOHATIBHOM KOMIIBIOTEPE;

4. Hcnonp3yil  aHTUBHPYCHBIE  MPOTPAMMHBIE  TMPOAYKTHI  HM3BECTHBIX
IIPOU3BOJIUTEIICH, C aBTOMATHICCKUM OOHOBIICHHEM 0a3;

5. Orpaanub pU3NYECKUN JOCTYI K KOMITBIOTEPY ISl TOCTOPOHHUX JIUIT;

6. Ucnonb3yil BHEUIHUE HOCUTENW WH(MOpPMAIUU, Takue Kak (iemka, AUCK WU
(aiin U3 uHTEpHETa, TOJIBKO U3 IPOBEPEHHBIX HCTOYHUKOB;

7. He oTKpbIBaili KOMIbIOTEpHbIE (halsIbl, TOJYYCHHbIE M3 HEHAJCKHBIX
UCTOYHUKOB. Jlaxke Te (aiiiibl, KOTOpBIE MPHUCIIA TBOW 3HAKOMBIN. Jlydllle yTOUHU y
HET0, OTIPABIISI JIU OH TEOE UX.



Cerun WI-FI

Wi-Fi - 5T0 He BUI IIepeaun JaHHBIX, HE TEXHOJIOTHS, @ BCETO JIMIIL OPeHI, MapKa.
Eme B 1991 rony Hunepnanjackas koMmmnanus 3apeructpuposana Openn "WECA'",
4yTo 0003Hauano cioBocoueranue "Wireless Fidelity", koTopslii mepeBoauTCst Kak
"OecrpoBoOHAS TOYHOCTH".

Jlo Hamiero BpeMeHH JAoluia Apyras ad00peBuaTypa, KOTopas SBISETCS TaKOW Ke
TexHoJoruen. 1o adbopeuatypa "Wi-Fi". Takoe HazBaHue ObUIO JaHO C HAMEKOM
Ha CTaHAapT BhIcIIEH 3ByKoBOM TexHUKHU Hi-F1, uTo B mepeBoje o3HayaeT "BhicoKas
TOYHOCTB".

Jla, OecmaTHBIA WHTEPHET-TOCTYI B Kade, OTEIIX W a’dporopTax SBISCTCS
OTIIMYHOU BO3MOKHOCTHIO BBIX0/1a B HHTepHET. HO MHOTHE SKCTIEPTHI CYUTAIOT, YTO
obmenoctynusie Wi-Fi cetu He SIBISIOTCST O€3011aCHBIMU.

CoBeTbI 110 0€30MACHOCTH PadOTHI B 001IeT0CTYHBIX ceTax Wi-fi:

1. He nepenagaii cBoto auunHyto nHbopmaiiuio yepe3 oodmenoctynusie Wi-Fi cetn.
PaboTast B HuUX, KelaTeTbHO HE BBOJUTH MApOJU JOCTYIA, JOTUHBI M KaKHE-TO
HOMEpA;

2. Ucnionw3yit u 0OHOBIISIA aHTUBUPYCHBIE MPOTPAMMBI U OpaHaMayep. TeM caMbIM
ThI 00€30MacHuIITb ce0s OT 3aKaYKW BUPYyca Ha TBOE YCTPONCTBO;

3. Ilpu ucnonws3oBanuu Wi-Fi otkmoun ¢pynkuuoo "OOmui noctyn k Qaitnam u
npuHTepam". JlanHas (yHKUMS 3aKpbiTa MO YMOJYAHUIO, OJHAKO HEKOTOpbIE
MOJIb30BATENHN AKTUBUPYIOT €€ JIJIsl y1I00CTBa UCIOJIb30BaHMs B paboTe Win yuele;

4. He ucnonw3yit myonnunbsii WI-FI 11t nepenaun IMYHBIX TaHHBIX, HATPUMED 15
BBIX0/1a B COLIMAJIbHBIE CETH WM B MJIEKTPOHHYIO IIOYTY;

5. Ucnionw3yi Tonbko 3amuinenHoe coenuHenue uepe3s HTTPS, ane HTTP, T.e. ipu
Habope BeO-aapeca BBOAM UMeHHO "https://";

6. B wmoOwibHOM Tenedone otkimoun Qynkimio "Tloakmouenue k  Wi-Fi

apToMarnuecku". He momyckail aBTOMAaTHMYe€CKOTO MOJKIIOYEHUS YCTPOMCTBA K
cetsiM Wi-Fi1 0e3 TBoero cornacus.

CouuajbHble CeTH



CounanibHble CETH aKTUBHO BXOJAT B HAIlly XKU3Hb, MHOTHE JIOJIU pabOTalOT U
JKUBYT TaM TOCTOSIHHO, a B Facebook yke 3aperucTpupoBaH MILTHAPA YETOBEK,
YTO SIBJISICTCSI OJHOM CeAbMOM BCEX JKUTEJIEH ILIaHeThl. MHOTHE ITOJIb30BaTEIIN HE
MOHUMAIOT, YTO WH(OpMaIMs, pa3MelleHHas UMH B COIMAJIBHBIX CETSIX, MOXET
OBITh HalJIcHa W HCIOJb30BaHA KEM YTOJIHO, B TOM 4YHCJIe HE 0053aTeIbHO C
0JIaruMu HaMEpEHHUSIMHU.

OcHoBHbIE COBEThI 10 0€30IIACHOCTH B COMHAJIBHBIX CETHAX:

1. Orpanuyb cnucok apy3ei. Y 1ebOst B ApYy3bsAX HE JTODKHO OBITh CIyYalHBIX H
HE3HAKOMBIX JIFOJICH;

2. 3amMiai cBOIO YacTHYIO *U3Hb. He yka3piBail mapomu, TenedoHsl, aapeca, 1aTy
TBOETO POXKIACHUS U JPYIyIO JIMYHYI0 MH(POPMALMIO. 3JI0OYMBIILIEHHUKH MOTYT
UCITI0JIB30BaTh Jlak€ MH(MOPMALUIO O TOM, KaK Thl U TBOM POJUTENH IJIaHUPYETE
MIPOBECTH KAHUKYJIbBL;

3. 3amuiiai CBOI penyTaluio - JEp>KU €€ B YUCTOTE U 3aj1aBaii cebe BOIpoC: X0Tel
Obl ThI, YTOOBI JPyrUe MOJIb30BATEIM BUJEIH, YTO Thl 3arpyxaemb? [lomymai,
MPEXJIe YEM UTO-TO ONMyOJIMKOBATh, HAIIUCATD U 3arPy3UTh;

4. Eciu Thl TOBOPHIIIB C JIIOJIBMH, KOTOPBIX HE 3HAEIIb, HE HCIOJIb3YH CBOE PEAIBHOE
UMS U JIPYTYIO JINYHYI0 UHGOPMAIMHU: UM, MECTO >KUTEIhCTBA, MECTO y4ueObl U
pouee;

5. W30beraii pasmemenust ¢dororpadguit B MHTepHeTe, rae Thl H300pakeH Ha
MECTHOCTH, IT0 KOTOPOI MOKHO OTIPECITUTHh TBOE MECTOTIOIOKCHHE;

6. Ilpu peructpanuu B COIMAIBLHON CETH HEOOXOIUMO HCIOJB30BaTh CJIOKHbBIC
MapoJIu, COCTOSIINE 13 OYKB U ITUGP U C KOJUYECTBOM 3HAKOB HE MEHee §;

7. Hns commanbHOW CETH, MOYTHI U JPYTUX CAWTOB HEOOXOAMMO HCIOJIB30BATh
pasHble napoiiu. Toraa eciau TeOs B3JIOMAIOT, TO 3JI0YMBIIUICHHUKH MOTy4YaT JOCTYII
TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpa3y.

DJIeKTPOHHbIE IEHbI'H

DJIEKTPOHHBIE JEHBIM - O3TO OYEHb YJOOHBIM CMOCOO TIUIATEXEH, OHAKO
CYIIECTBYIOT MOIIICHHUKH, KOTOPBIE XOTAT MOJYYHTh 3TH JCHBIH.

9H€KTpOHHBIe JCHBI'H IIOABUJINCH COBCEM HCOABHO W HMCHHO H3-3a 3TOI'O BO
MHOTHUX IroCcyaapCTBax A0 CHUX IIOP HC IMPOIHNCAHO ITPO HUX B 3dKOHAX.



B Poccum ke oHM (DYHKIMOHHPYIOT W O HUX YXK€ MPOIKMCAHO B 3aKOHE, TIe HX
pa3eNaoT Ha HECKOJBKO BUJIOB - AHOHUMHBIC U HE aHOHMMHBIC. Pa3HuIa B TOM,
YTO AHOHHMMHBIE - 3TO T€, B KOTOPBIX pa3pelraeTcs NMPOBOJMUTH oOIreparuu 0e3
UACHTH(DHUKAIINH TI0JIb30BATEIIs, @ B HCAHOHMMHBIX MJICHTU(UKALINS IT0Ih30BATEIIS
SIBIISIETCS 00S3aTEILHOMN.

Taxke cienyer  pas3nuyarb — AJEKTPOHHbIE  (uaTHble  JI€HBIU  (PaBHBI
rOCyJapCTBEHHBIM BaJIOTaM) M JJIEKTPOHHbIE He(dUaTHbIE ACHBI'M (HE paBHbI
roCyAapCTBEHHBIM BAJIIOTaM).

OcHOBHBIE COBETHI 10 0€30MaCHO padoTe € 3JIEKTPOHHBIMHM IeHbIAMH:

1. IlpuBspku K cueTy MOOWIBHBIN TeraepoH. DTO camblii YAOOHBIA M OBICTPHIN
Croco0 BOCCTAaHOBUTH AOCTYN K cuery. lIpuBsizanHblli TenedoH MOMOXKET, €CiH
3a0yJenip CBOM IUIATEXXHBIM Mapoyib WM 3aiiielllb Ha CalT C HE3HAKOMOTO
YCTPOWCTBA;

2. Ucnonw3yii ogHOpa3oBbie maponu. [locne nepexoia Ha yCHIIEHHYIO aBTOPHU3ALUIO
Tebe yke He OyIeT yrpokaTh OINACHOCTh KpPa)XM WJIM TepexBaTa IUIaTeKHOTO
apoJIs;

3. Beibepu crnoxxsblid mapoib. [IpecTynHukam OyaeT He MPOCTO yraaTh CIOMXKHBIM
naposib. HajexxHbie mapoiau - 3T0 napoJik, KOTOPBIE COJIEPKAT HE MEHEE & 3HAKOB U
BKJIFOYAIOT B C€0S1 CTPOYHBIE U IIPOMUCHBIE OYKBBI, IU(PPHI K1 HECKOJIBKO CUMBOJIOB,
Takhe Kak 3HaK jojuiapa, (yHTa, BOCKJIMIATENbHBIA 3HaK W T.N. Hampumep,

$tRONng!;;
4. He BBOIM CBOM JINYHBIE JAHHBIE HA CalTaX, KOTOPBIM HE TOBEPSIEIIb.
JJIEKTPOHHAA MOYTA

DJIEKTpOHHAs To4YTa - 3TO TEXHOJIOTHUS MU TMPENOCTABISAEMBIE €10 YCIYTH [0
MEePEChUIKE U MOJYYCHHUIO JICKTPOHHBIX COOOIIEHUI, KOTOPHIE PaCIpeICIIIOTCS B
KOMIBIOTEpHOH ceTh. OOBIYHO DIEKTPOHHBIM IMOYTOBBIM SIIUK  BBITJISIUT
CIICAYIOIIMM 00pa30oM: UM TIOJIb30BaTeA(@WUMsI_JIoMeHa. Takxke KpoMe repeiadn
IIPOCTOr0 TEKCTA, HMEETCS BO3MOKHOCTD IIepeaBaTh (haibl.

OcHOBHBIE COBETHI 10 0€30MaCHO padoTe € 3JIEKTPOHHOM MOYTOM:
1. Hago BeIOpaTh mpaBWIbHBIN MOYTOBBIA CepBUC. B MHTEpHETE €CTh OrpOMHBIN
BBIOOp OECIIaTHBIX IMOYTOBBIX CEPBUCOB, OJHAKO Jy4Ylle JOBEPSTh TEM, KOIO

3HACIIb U KTO MEPBBIM B PEUTUHTE;

2. He ykas3piBall B JMYHOM MmouTe JUYHYI0 uHbopmanuio. Hanpumep, mydine
BbIOpaTh "My3bIKanbHbIN  (panat@" wim "pox2013" Bmecto "temal3";



3. Wcnonb3yil NBYXATAHYI aBTOPU3AILMI0. DTO KOI/Ia MOMUMO MApPOJs HYXKHO
BBOJIUTH KOJI, IpUChUIaeMblil 1o SMS;

4. Be10bepu CIIOKHBINA Maposib. J[JIs KakI0T0 MOYTOBOTO SITUKA TOJKEH OBITh CBOU
HAJICKHbIM, YCTOMYHUBBINA K B3JIOMY T1apOJIb;

5. Eciin ecTh BO3MOXKHOCTB HAIlMCAaTh CAMOMY CBOM JIMYHBIA BOIPOC, UCITOJIb3YH ATY
BO3MO>KHOCTD;

6. Mcronb3yil HECKOJIBKO MOYTOBBIX SINUKOB. [IepBhIil 1151 YaCTHOW MEPENUCKHU C
aapecaTaMy, KOTOPBIM Tbl JOBEpSCIIb. OJTO OJIEKTPOHHBIA aJpec HE HaJlo

UCIIOJIb30BAaTh NPU PETUCTPALIMU Ha POpyMax u caiTax;

7. He oTkpbIBaii (haitsibl ¥ Ipyrre BIOKEHUS B TUChbMAaX, JaXe €CJIM OHU MPUIILIA OT
TBOUX JIpy3el. Jlydille yToOuHU y HUX, OTIIPABIISLIIN JIM OHU TeOe 3TU (ailiibl;

8. [locne oxkoH4YaHUs1 pabOTHI HA TTOYTOBOM CEPBHUCE TEPE]] 3aKPHITUEM BKIIAJIKHU C
caiToM He 3a0yab HaKaTh Ha "BeriTu".

Kn0epOy1imHr wiim BUPTyaibHOE U3/1€BATEIbCTBO

KubepOymmHT - mpeciieloBaHUE COOOIICHUSMH, COACPKAIIMMHU OCKOPOJIEHHS,
arpeccuro, 3alyTuBaHue; XyJUTaHCTBO; COIIMAIBHOE OOMKOTUPOBAHHUE C TIOMOIIBIO
Pa3TUYHBIX HHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI 10 00pb0e ¢ KHOEPOYIITMHIOM:

1. He 6pocaiicst B 60ii. JIyumuii crmoco0: mocoBeTOBaThCA Kak ce0s BECTH U, €CITU
HET TOT0, K KOMY MOYXHO OOpaTUThCS, TO BHaYaje YCIIOKOUThCA. Eciu Thl HauHeb
OTBEYaTh OCKOPOJICHUSIMU Ha OCKOPOJIEHUS, TO TOJBKO €Ile OOJIbIIE Pa30kKKEIlb
KOH(DITUKT;

2. Yupasnsii cBoel kubeppermyTaiuei;

3. AHOHUMHOCTb B ceTd MHMMasl. CyIIecTBYIOT CIIOCOObI BBISICHUTH, KTO CTOUT 3a
AHOHMMHBIM aKKayHTOM;

4. He cTouT BecTH XyJUraHCKuil 00pa3 BUPTyalibHOM ku3HU. IHTepHeT hukcupyer
BCE TBOM JICHCTBUS M COXpaHSCT UX. Y JAJIUTh UX OyJeT KpailHe 3aTpyAHUTEILHO;

5. Cobinroait CBOIO BUPTYAJIbHYIO Y€CTh CMOJIONY;



6. Urnopupyit equangHbli HeratuB. OMHOPA30BbIE OCKOPOUTEIBbHBIE COOOIIEHUS
Jyd1iie urHOpupoBaTh. OOBIYHO arpeccus MpeKparaeTcs Ha HadaabHOW CTalnuu;

7. ban arpeccopa. B mporpammax oOMEHa MIHOBEHHBIMU COOOIICHUSMH, B
COIIMAJIBHBIX CETSAX €CTh BO3MOMKHOCTH OJOKHMPOBKH OTHPABKHA COOOIICHUN C
OTIpEJICIICHHBIX a/IPECOB;

8. Ecim 1bl cBumerens kubepOyimHra. TBou JeWCTBHS: BBICTYNUTH IPOTUB
npeciieoBaTeNs, MoKa3aTh €My, YTO €ro JACHCTBUS OIICHUBAIOTCS HETaTHUBHO,
NoJAJIePXKaTh KEPTBY, KOTOPOM HYKHA TICUXOJOTHYECKas MOMOIIb, COOOLIUTH
B3pOCJIBIM O (haKTe arpecCUBHOTO MOBEICHUS B CETH.

MoOuiabHbIN TesaedoH

CoBpemenHble cMapTHOHBI U IUIAHIIETHI COJEpKaT B ceO€ BMOJIHE B3POCIbIN
GyHKIIMOHAN, W TENepb OHU MOTYT KOHKYPHUPOBAaTb CO CTallMOHAPHBIMHU
KoMmmbloTepamu. OTHAKO, CPEJICTB 3aIUThI ISl MOJJOOHBIX YCTPOUCTB MOKa OYEHb
Masio. TecTupoBaHUE U MTOUCK YSA3BUMOCTEHN B HUX MTPOUCXOIUT HE TAK MHTEHCUBHO,
kak s [1K, To ke camoe kacaeTcsi 1 MOOMJIBHBIX TPUIIOKEHUH.

CoBpeMeHHbIE MOOWIbHBIE Opay3epbl YK€ NPAKTUYECKH JIOTHAIM HACTOJbHBIC
aHaJIOTH, OJHAKO pacHpeHue (yHKIMOHAJIa BIIEYET 3a €000 OOJBIIYIO

CJIOKHOCTb U MCHBIIYIO 3allIMINCHHOCTD.

Jlaneko He Bce NPOM3BOAUTENM BBITYCKAIOT OOHOBIICHHUS, 3aKphIBAIOIIME
KPUTHYECKHUE YA3BUMOCTH JIJI1 CBOMX YCTPOMCTB.

OcHOBHBIE COBETHI JJI1 0€30IACHOCTH MOOMWJIBHOIO Tesied)oHa:
Huuero He siBhsieTcs mo-HacTosIeMy OeciuiaTHbIM. ByJlb OCTOpOKEH, Be/lb KOT/a
Te0e mpemyiaraloT OeCIUIaTHBIM KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHE-TO

IJIATHBIE YCIIYTH;

Hywmaii, pexxe yem otrnpaBuTh SMS, ¢poTo mwim Busieo. Thl TOYHO 3HACIIH, TJ€ OHU
OyIyT B KOHEUHOM uTOTE?

Heo0xoaumo 0OHOBIIATH ONEPALMOHHYIO CUCTEMY TBOETO CMapThOHa;
Hcnonb3yit aHTUBHPYCHBIE TIPOTPAMMBI JUISI MOOMITBHBIX TeJie(hOHOB;

He 3arpyxaii npuioXKeHUsS OT HEM3BECTHOTO HMCTOYHHMKA, BEAb OHH MOTYT
COZICPKATh BPEIOHOCHOE MPOrPaMMHOE 00CCIICUCHHUE;

[Tocne Toro Kak Thl BeIMICIIb € CaliTa, I/ie BBOAWJ JIMUHYIO HHPOpMALIKIO, 3aiA1 B
HACTPOWKH Opay3epa u yaanu cookies;



[leproguyeckn MpoBepsAl, KakWe IUIATHBIE YCIYIM aKTMBHPOBAaHBI HAa TBOEM
HOMEDE;

JlaBaii cBO¥ HOMEP MOOHMIILHOTO Telle(poHA TOIBKO JIFOISIM, KOTOPBIX ThI 3HACIIH U
KOMY JTOBEPSCIIIb;

Bluetooth momkeH ObITH BBIKJIIOYEH, KOTJAa Thl UM HE MOJb3yelibes. He 3a0biBait
HWHOT/Ia MPOBEPATH 3TO.

Online urpsi

CoBpeMeHHbIE OHJIAWH-UTPBl - ATO KPACOYHBIE, 3aXBATHIBAIOIIME pa3BICUYCHUS,
00BEIUHSIONINE COTHU THICSY YEJIOBEK MO BceMy MUpY. UTpoku UCCaeayroT JaHHbIN
UM MHUP, OOIIAIOTCS IPYT C APYTOM, BBITIOTHSIOT 3aaHusl, CPAKAIOTCS C MOHCTpaMu
U MOJIy4aroT OMbIT. 32 YJIOBOJILCTBUE OHU IUIATAT: MOKYMHAIOT AUCK, OIUIAUYUBAIOT
a0OHEMEHT WJIU MPUOOPETAIOT KaKKUEe-TO OMITUH.

Bce aTu cpenctBa MayT Ha MOAJEPKAHWE M PA3BUTUE WUIPHI, 4 TAKKE HA caMy
0€30MacHOCTh: COBEPIICHCTBYIOTCS CUCTEMbl aBTOPU3AINH, BBIITYCKAIOTCS HOBBIE
naT4yu (Mu@poBbIe 3aIIaTKU ISl POTPaMM), 3aKPBIBAIOTCS YA3BUMOCTH CEPBEPOB.
B 1momo0HBIX HUrpax CTOMT OMacaThbCid HE CTOJILKO CBOMX COINEPHUKOB, CKOJIBKO
KpaXXu TBOETO MapoJisi, HAa KOTOPOM OCHOBaHA CHCTEMa aBTOPU3AIMKN OOJIBIIMHCTBA
urp.

OcHoBHBIE COBETHI 10 0€30IACHOCTH TBOEIr0 HI'POBOIo akKKayHTa:

1. Ecau npyroil urpok BeieT ceOs MIOX0 WM COo3JaeT Tebe HEMpUSTHOCTH,
3a0JIOKUPYH €ro B CIIUCKE UTPOKOB,;

2. Iloxanyiicss aJIMHUHUCTPATOpaM HUIpPbl Ha ILJIOXO€ MOBEAEHUE 3TOTO HWIPOKA,
YKEJATEIbHO MPUJIOKUTh KAKKE-TO JI0Ka3aTeNIbCTBA B BUJIE CKPUHOB;

3. He yka3biBaiil muuHyo uHboOpMaIuio B mpodaiisie urpsr;
4. YBaxail Ipyrux y4acTHUKOB I10 UTPE;

5. He ycranaBnuBait HeopuimaabHble TaTYH U MOJIBI;

6. Mcrionb3yil CI0KHBIE U Pa3HbIE APOJIH;

7. Jlaxxe BO BpeMsl UTPbI HE CTOUT OTKJII0YaTh aHTUBHpYC. [IoKa ThI urpaemis, TBOI
KOMIIBIOTEP MOTYT 3apPa3UTh.



OUIIHHT WA Kpazka JUIHbIX JAHHbIX

OObIYHOM Kpakeil JIeHer M JOKYMEHTOB CETOJIHSI YK€ HMKOTO HE YAMBHIIb, HO C
pa3BUTHEM WHTEPHET-TEXHOJOTUNA 37I0yMBIIICHHUKN TEPEMECTHIIUCH B HHTEPHET,
U TIPOJIOJDKAIOT 3aHUMAThHCSA "'MIOOUMBIM" 1€TTOM.

Tak mosiBUIach HOBasl yrpo3a: MHTEPHET-MOIICHHHYECTBA WM (DUIIHHT, TJIaBHAsS
I1EJTb KOTOPOTO COCTOMT B TIOJYyYEHUH KOH(MDUICHITNATBHBIX TaHHBIX MOJIh30BaTeNICH
- JTOTWHOB M maposeil. Ha anrmuiickom si3pike phishing unraercs kak GumuHr (0T
fishing - peioHas moBis, password - mapoJnb).

OcHoBHBIE cOBeTHI 10 00pb0E ¢ PUINMHTOM:

1. Cnenau 3a cBOoMM akkayHTOM. Eciu Tl mogo3peBaciib, YTO TBOSI aHKeTa OblLia
B3JIOMaHa, TO HEOOXOJAMMO 3a0JIOKMPOBaTh €€ M COOOUIUTH AAMUHUCTPATOpam
pecypca 00 3TOM Kak MOKHO CKOpEE;

2. Wcnonb3yit Oe3omnacHble BeO-CaliThl, B TOM YHCJI€, WHTEPHET-MAara3vuHoB U
ITOUCKOBBIX CUCTEM;

3. Vcnone3y#t crnoxkHbie U pa3Hble mapoiu. Takum oOpa3oM, eciau Te0si B3JIOMAIOT,
TO 3JI0YMBIIIJIEHHUKH MOTy4YaT JOCTYI TOJIBKO K OJJHOMY TBOEMY IPO(DUIIIO B CETH,
a HE KO BCEM;

4. Ecnu T1e0s B3j0Malii, TO HEOOXOAUMO TPEAYyNPEAUTh BCEX CBOMX 3HAKOMBIX,
KOTOpBIE I00aBJIEHBI Y T€OS B IPY3bsX, O TOM, YTO T€OS B3IOMAIHN U, BO3MOXHO, OT
TBOETO UMEHH OYET pacChUIaThCs CIlaM U CCHUIKHM Ha (PUIIMHTOBBIE CANTHI;

5. YcranoBu HaaexHbli napoas (PIN) Ha MOOMIIBHBIN TENE(OH;
6. OTKIIIOUM COXpaHEHUE NapoJisi B Opaysepe;

7. He oTkpbIBaii aiiibl 1 Ipyrue BIOKEHUS B MUChMaX, JaKe €CIIM OHU MPUIILTH OT
TBOUWX Jpy3ei. Jlydiie yTouHu y HUX, OTIPABIISIIN JIM OHU TeOe 3TU (HaiiiIbl.

Mudposasi penyrauus

[Mudposast permyranus - 3T0 HETaTWBHAsA WU MO3UTHUBHAas MHGOpPMAIUs B CETH O
tebe. Kommpometupyromas uHopmaius, pa3MelieHHass B UHTEPHETE, MOXKET
CepbEe3HbIM 00pa30M OTpa3UThC Ha TBOEH peanbHOM xu3HU. "Lludposas
penytamus" - 3T0 TBOW UMUK, KOTOPbIA GopMupyercs U3 uHdopmanuu o Tede B
UHTEpHETE.

TBOe MeCTO >XHUTENbCTBA, y4eObl, TBO€ (DMHAHCOBOE IOJIOKEHHE, OCOOEHHOCTHU
XapakTepa U paccKasbl 0 OJIM3KHX - BCE 3TO HAKAILJIUBACTCS B CETH.



MHorue mOAPOCTKH JIETKOMBICIEHHO OTHOCATCA K IMyOJUKALMHU JIMYHOU
uHpopMaiuu B MHTepHETE, HE MOHUMAasi BO3MOXHBIX MocieAcTBUil. Thl maxke He
CMOJKEIIb JOTaaThCsl 0 TOM, 4TO (hoTorpadus, pa3MemeHHas 5 JIeT Ha3aj, cTajia
NPUYUHON OTKAa3a MPUHATH T€0S Ha paldoTy.

KomMmmenTapuu, pasmeiienue TBoux ¢oTtorpaduil u Apyrue ACUCTBUS MOTYT HE
MCYE3HYTh JJaXke MOCJE TOT0, KaK Thl UX YAAIUIIb. Thl HE 3HACIIb, KTO COXPAHUII 3Ty
uH(pOpMaIuIo, MoMajia M OHAa B MOUCKOBBIE CUCTEMBI U COXPAHWIIACh JIU OHA, a
TJIaBHOE: YTO MOAYMAIOT O TeOe OKPY’KaIOIIKE JIIOJU, KOTOPble HAWIYT U yBUAST
sT0. Haiftu uHpopMannio MHOTO JIET CIYCTS CMOXET JI000M - Kak M3 J0OphIX
noOyXIeHUH, TaK U ¢ HAMEPEHUEM MPUYUHUTD BPEA. DTO MOKET OBITh KTO YTOAHO.

OcHoOBHBIE COBETHI N0 3a1UTe HUPPOBOI penyTalMu:

1. Iloxymaid, mpexae 4eM 4To-TO MyOJIMKOBATh U IiepeaBath y ce0s B 0JIore WK B
COIIMAJIbHOM CETH;

2. B nactpotikax mpouiis ycTaHOBH OTpaHUYEHUS Ha TPOCMOTP TBOET0 Ipoduiis u
€ro COAEP>KUMOTO, CAENall ero TobKo "M npy3en’;

3. He pa3memaii u He yka3plBail WH(OpMaIMIO, KOTOpas MOXKET KOTo-Iu0o
OCKOPOJIATH WK OOMKATh.

ABTOpPCKOE IPaBo

CoBpeMeHHbIE MKOJIBHUKK - aKTUBHBIEC MOJIH30BATENN U(GPOBOTO MPOCTPAHCTBA.
OpmHako Jajleko He BCE 3HAIOT, YTO IMOJIb30BAHME MHOTMMH BO3MOXKHOCTSIMH
uuppoBoro wmupa TpeOyeT CcOOJIIOJIEHHUS TMpaB Ha  HHTEJUIEKTYaJIbHYIO
COOCTBEHHOCTb.

TepmuH "UHTEIIEKTyalIbHAsI COOCTBEHHOCTH'" OTHOCUTCS K Pa3IUYHBIM TBOPEHUSIM
YeJIOBEUECKOr0 yMa, HauMHas C HOBBIX M300pETCHMI M 3HAKOB, 0003HAUYAIOIIMX
COOCTBEHHOCTb Ha MPOAYKTHI U YCIYTH, U 3aKaH4YMBasi KHUTaMu, Gororpadusimu,
KMHO(DHIIEMaMH ¥ MY3bIKQJIBHBIMU TTPOU3BEICHUSMU.

ABTOpCKHME TpaBa - 3TO IMpaBa Ha WHTEIUICKTYaJbHYI0 COOCTBEHHOCTH Ha
MPOU3BEACHUSI HAYKH, JINTEPATYPhl U UCKYCCTBA. ABTOPCKHE IpaBa BBICTYIAIOT B
KaueCTBE TapaHTHUU TOTO, YTO WHTEJJIEKTYaJbHBIA/TBOPUECKUN TPYyJ aBTOpa HE
OyJIeT HampacHbIM, JacT €My CIpaBeJIMBbIE BO3MOXKHOCTH 3apaboTaTh Ha
pe3yJibTatax CBOETO TpyjAa, MOJYyYUTh WU3BECTHOCTh M Tpu3HaHue. Hukto 06e3
paspeuieHusi aBTOpa HE  MOXKET  BOCHPOU3BOAUTHL €r0  MPOU3BEICHHUE,
pacnpocTpaHsiTh, MyOJIUYHO JAEMOHCTPUPOBATh, IMPOJAaBaTh, HUMIIOPTUPOBATH,
MyCKaTh B MPOKAT, MyOJUYHO HUCIOJHATH, MOKa3bIBATH/UCIOJHITL B dpHUpe WU
pasmewars B IHTEepHETE.



Hcnonp3oBanue "MUpaTCKOTro" MpOrpaMMHOIO OOECTeUeHUs MOXKET MPUBECTH K
MHOTUM PHUCKaM: OT TOTE€PH JAaHHBIX K TBOMM aKKayHTaMm JI0 OJOKHPOBKHU TBOETO
yCTpOICTBa, TJIe yCTaHOBJICHA HellerajabHas nporpamMMa. He ctouT takxke 3a0bIBaTh,
YTO CYHIECTBYIOT JIETAJIbHBIE U OECIUIATHBIE TPOTrPaMMBbl, KOTOPHIE MOKHO HAaWTH B
CETH.

O noprane

CereBUYOK.p() - TBOH TJIaBHBIM COBETYMK B CETU. 3]1€Ch Thl MOXEIIb Y3HaThb O
0€30MaCHOCTH B CETH IMOHSATHBIM U JOCTYIIHBIM SI3bIKOM, @ NPU BO3HUKHOBEHHUU
KPUTHUYECKON CUTyallUH OOpAaTUTHCSA 3a COBETOM. A TaKKe NPUHATh Y4acTHE B
KOHKYpCaXx M CTaTh CaMbIM [U(POBBIM I'PaKIaHUHOM !



